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Introduction

This document details how to install Immunity CANVAS 6.XX on Windows XP computers.
Those familiar with installing programs on Unix or Linux architectures are already aware of
dependencies. CANVAS on Windows is no exception, several free programs are required to be installed
before CANVAS will work. Once installed the user interface will function exactly like it does in
Windows.

Disclaimer

Immunity recommends for customers who are tied to the Windows XP platform install a
virtualization solution and create an Ubuntu virtual machine. In this way CANVAS can run in its native
environment while within a Windows machine and enterprise policy can still be observed by the end
user.

Because CANVAS does not ship a kernel driver for Windows it is constrained by the limitations
of the Windows networking stack. Specifically this limits the number of half open TCP connections so
actions which require portscanning will take significantly longer. Attacks that impersonate an SMB
server will also not function due to restrictions for impersonating this service on Windows.

Installing Python
Download the dependencies package from

http://www.immunityinc.com/downloads/CANVAS_Win32 Deps_03_09.zip, inside you will find
python-2.6.1.msi, simply double click to install it. Ensure you choose to install the package for all

users.
Installing GTK+

Inside the dependencies package is a file called gtk-2.12.9-win32-2.exe, double click this file to
begin the installation of GTK+. You'll be presented with the following screen:

© Gtk+ Runtime Environment 2.12.9-2 Setup E|E|E]

Welcome to the Gtk+ Runtime
Environment 2.12.9-2 Setup Wizard

This wizard will guide wou through the installation of Gtk+
Runtirme Environment 2,12,9-2,

It is recommended that vou close all okher applications
before starting Setup. This will make it possible ko update
relevant swstem files without having to rebook wour
cornpuker,

Click. Mext ko continue,

| [ Cancel



http://www.immunityinc.com/downloads/CANVAS_Win32_Deps_03_09.zip

Click Next, the next screen to appear will be
© Gtk+ Runtime Environment 2.12.9-2 Setup

License Agreement
(4 )

Please review the license kerms before installing Gtk+ Runtime Environment 2.12.9-2,

Press Page Down to see the rest of the agreement,

GMU LESSER GEMERAL PUEBLIC LICENSE s
Mersion 2.1, February 1999

Copyright §C) 1991, 1999 Free Software Foundation, Inc,

59 Temple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

[This is the first released version of the Lesser GPL, It also counks
as the successor of the GRIU Library Public License, wersion 2, hence
the version number 2.1.] L

If wau accept the kerms of the agreement, click. I Agree to conkinue, You must accept the
agreement to inskall Gkk+ Runkime Environment 2,12,9-2,

[ < Back ” I Agres l [ Cancel ]

Click on I Agree, you must accept the terms of the license to continue to the next screen which
will be

© Gtk+ Runtime Environment 2.12.9-2 Setup E_||E|PE|

Install Option -
(4 )

¥ou can choose ta install Gek+ Runtime Enviranment For anyane who uses this
compuker or only you,

Install Far:

() @nyone who uses this compuke:

() only For me

< Back “ Mexk = J [ Cancel




Choose Anyone who Uses This Computer then click Next to be presented with the following
screen

© Gtk+ Runtime Environment 2.12.9-2 Setup |Z||E|rz|

Choose Components -
Chioose which Features of Gtk+ Runtime Environment 2,12,9-2 you want toinskall, ,J,'J

Check the components vou want to install and uncheck the components wou don't want to
inskall, Click Mexk bo continue,

Select components ko install; Gtk+ Runtime (required) Description
Reaqister Environment Yar
Space required: 31, 1MB
< X
< Back ” Mext = ] [ Zancel

Accept the defaults and click Next

¥ Gtk+ Runtime Environment 2.12.9-2 Setup

Chioase the Falder in which ko install Gek+ Runkime Environment 2.12.9-2, ;

Choosze Install Location =
()

Setup will install Gkk+ Runtime Environment 2,12.9-2 in the Following Folder, To install in a
different Folder, click Browse and select another Folder, Click Mext ko continue,

Deskination Folder

| Browse, .,

Space reguired: 31, 1ME6
Space available: 4. 2GE

< Back ” Mexk > ] [ Cancel




Again accept the default values and click Next

© Gtk+ Runtime Environment 2.12.9-2 Setup

Choose Start Menu Folder p
Choose a Skark Menu Faolder For the Gtk+ Runtime Environment 2,12,9-2 sharkcuks, ‘,‘ @ 1

Select the Stark Menu Folder in which you waould like to create the program's sharkouts, You
can also enter a name ko create a new folder,

7-7ip
Accessaries

Adrminiskrative Toaols

Debugging Tools For Windows (x586)
Games

Irnrnamity Inc

IronPython 2.0.2

Motepad++

Python 2.5

Python 2.6

Startup

WinPcap

[ < Back ” Instkall l [ Cancel

Accept the defaults and click on Install to begin the installation.

© Gtk+ Runtime Environment 2.12.9-2 Setup E|E”E|

Completing the Gtk+ Runtime
Environment 2.12.9-2 Setup Wizard

Gtk+ Runtime Environment 2,12.9-2 has been installed on
your computer,

Click Finish to close this wizard,

If successful the following screen should appear above. Click Finish



Installing PyGTK

This binding allows CANVAS to natively use Python and GTK to create the GUI. Within the

dependencies archive is a file called pygtk-2.12.1-3.win32-py2.6.exe simply double click to begin
installation and you'll be presented the the following screen:

T hiz “Wizard will ingtall pygtk on your computer. Click Hest to continue or
Cancel bo exit the Setup Wizard.

PuGTE. iz a set of bindings for the GTE, widget zet. |t provides an object
arented interface that iz slightly higher level than the C ane. [t
automatically does all the twpe casting and reference counting that you
would have to do normally with the C AP *ow can find out more on the
official homepage, kttp: /Ay, daa.com. aus " james pegthk.d

P?THOH Dezcrption: Puthon Bindings for the GTE Widast Set.
Pnuered M aintainer: James Henstridge

M aintainer_email: jamesieidaa. com. au

M arne; pugtk

il http: A, daa. com. aud~james ppgtk.!
Wergion: 2.12.1

Built Mon Jan 12 16:58:18 2009 with distutils-2.6.1

| MHext > | Caricel

Click Next to continue



Python 2.6 iz required for this package. Select installation to use:

r 2.6 [found in registry]

PYTHON
powered

Pythor Directon:

Inztallation Directon: | C:APython2B5Libbsite-packagesh

< Back | et = | Cancel

This screen acknowledges that Python 2.6 is installed on the system click Next to continue

Click Mest to begin the installation of pugth. [F pou want to resiew or change
any of vour ingtallation zettings, click Back. Click Cancel to exit the wizard.

PYTHON

Powered

Feady to install

< Back | MHext > | Cancel

There are no options when installing this package, simply click Next to begin



x)

Postinztall zcript finizhed.
Click the Finish buttan to exit the Setup wizard.

pyatk is now installed on pour machine.

Local configuration files were successfully updated.

PYTHON

powered

| Firizh |

If the installation is successful you will be presented with this screen.

Installing PyGObject

This is another dependency related to the CANVAS GUI, within the dependencies archive you
will find a file called pygobject-2.14.2-2.win32-py2.6.exe, simply double click it to begin and you will
be presented with the following screen.



PYTHON

Powered

Thiz "wizard will inztall prgobject on wour computer. Click Mest to continue or
Cancel to exit the Setup ‘\Wizard.

Dezcrption: Python Bindings for GObject.
Maintainer: Joharn Dahlin

M aintainer_email; johan®gnome. org
Mame: pygobject

Url: bkt & fvaen. pgtls org,!

Verzion: 2.14.2

Built Tue Dec 23 15:47:43 2008 with diztutils-2.6.1

| et = | Cancel

Click Next to continue

PYTHON

Powered

Puthion 2.5 iz required for thiz package. Select installation to use:

n 2.6 [found in registy]

Python Directon: C:\Python 26"

Installation Directony: | C:5Pyuthon2B4Libhsite-packagesh

¢ Back | M et > | Cancel

As previously this screen verifies that the appropriate version of Python is installed on the
system, click Next to continue installation.



Click Mest to begin the installation of pegobject. [f pou want to review or
change any of yaur installation settings, click Back. Click Cancel bo exit the
wizard.

PYTHON
powered

Ready ta inztal

¢ Back | Mext > | Cancel

The installer takes no options, simply click Next to continue installation

Poztingtall zcnpt finizhed.
Click the Finish buttan to exit the Setup wizard.

pyaobiect is now installed on vour machine.

Local configuration files were successfully updated.

PYTHON

powered

| Finizh |

Upon successful installation you will be presented with this screen. Click Finish to complete
the installation



Installing PyCairo

PyCairo is the final dependency component CANVAS must have in order to run. Inside the
dependency archive you'll find a file called pygobject-2.14.2-2.win32-py2.6.exe, double clicking the
file will spawn the following window.

PYTHON

Powered

Thiz *wizard will inztall pycairo on your computer. Click Mest bo continue ar
Cancel to exit the Setup ‘Wizard.

Description: python interface for caino
Mame: pycairo
Yergion: 1.4.12

Built Tue Dec 23 15:471:02 2008 with distutilz-2.6.1

| Mest » | Cancel

Click Next to continue the installation



Puthon 2.5 is required for thiz package. Select installation to use:

n 2.6 [found in registiy]

PYTHON
powered

Puthon Directon:

Installation Directony: | C:APyuthon2BMLibbsite-packagesh

< Back | M et > | Cancel

In this step the installer is verifying the presence of the correct version of Python. Click Next to
continue

Setup D_q

Click Mest to begin the installation of pycairo. [F pou want to resiew or change
any af paur ingtallation zetings, click Back. Click Cancel ta exit the wizard.

PYTHON

powered

Feady ta inztal

¢ Back | Mext > | Cancel

The installer takes no arguments, simply Click Next to procede



X

Click the Finizh button to exit the Setup wizard.

PYTHON

powered

| Finizh |

Upon successful completion of the installation you will be presented with this screen, Click
Finish to complete.

Running CANVAS

All the CANVAS dependencies are now installed and we're ready to run CANVAS for the first
time! Extract the CANVAS directory from the archive you were provided, here I've put a CANVAS
folder on my desktop.
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The next step is to simply double click canvas.bat which will spawn the GUI




mmunity CANVAS Ver:6.46 | Current Session: default

File Listeners Session Help

s Curent Current
Hp
+ Stop Exploit S Config Callback | 127:0-0-1 Target(s) 127.0.0.1 Screen Shots

Modules | Search Node Tree | Exploit Description
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4 Trojans Post Exploit Conkrol

4 Commands  Commands For Modes

4 DS Denial of Service Modules
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Set Covertness: 1.0 _|

CANVAS is now ready to go!

Questions?
You can contact support via email at support@immunityinc.com or call us 212 534 0857


mailto:support@immunityinc.com

